Data Sheet

Avast Business Cloud Backup
Protect your business data. Never pay a ransom.
Total peace of mind.
Your endpoints will experience lost and corrupted data, or come under attack. It’s not a question
of if… it’s just a matter of when.
With growing remote workforces, increasing threats of ransomware, and expanding compliance
needs, the risk that endpoints face has never been higher. SMBs cannot keep up and the bad
guys know it! Ransomware has exploded 400% between 2018-20201. Every company needs a
secure, simple to configure, and easy-to-manage endpoint data protection solution.
Avast Business Cloud Backup Service keeps data secure and ensures business continuity by
protecting devices with an automated backup process that is easy to deploy and manage.
Quickly set up backup schedules on devices, centrally manage everything from one dashboard
to ensure all data is backed up and available, and easily recover data in the case of an
unexpected event.

Benefits
Security
Protection from
ransomware
AES-256 encryption
File version history
Unlimited file versioning

Ease of use
Back up the most
critical data as often as
every hour
Back up from wherever
you work
Restore quickly and
with ease from the

Management
Automate installs
Centralized, intuitive
dashboard
Fast uploads and
recoveries
Reporting and alerting

All in the cloud no hardware required

Features
Selectable backup

Choose exactly what you want to back up and what could
be left behind. A variety of options allows you to precisely
define your backup criteria by file type, folder destination,
and file size. You can also choose to exclude data that
you do not need to back up in order to reserve your cloud
storage to business-critical data. Once defined, just set how
often you’d like to back up your data and you are done.

Internet speed

To prevent negative impact on internet speed and
employee productivity, Cloud Backup can be set up to
work seamlessly with your natural business workflows.

Simple deployment

Deploying Cloud Backup is a one-click solution. Once
the Avast Business agent is installed on a device, you
can remotely deploy our Cloud Backup service right
from the Business Hub. You also have the option to send
out an email with installation instructions, or download
and install the service via exe/msi installer.

Automatic Encryption

Protect data during every stage of the backup and
restore with automatic AES 256-bit encryption of files in
transit and in storage.

Cloud storage - accessible from everywhere
All backups are stored in the cloud and are accessible
anytime, anywhere. Recover data right away, whenever
you need.

Comprehensive Reporting

Get insightful data about the operability of backup.
Backup history, storage usage, anomalies in backups,
and more are available for you in real-time.

Files Versioning

Whenever a file that is set to be backed up is changed, a
new version is uploaded to cloud storage. Not only will
you always have the latest version of the file available,
but you also have the previous version ready to be
restored whenever you need.

Restoration

You can choose from various options for how to restore
data. Push data straight to the desired device remotely,
download it as an archive, or download it through a local
agent on a device.

Available in the Avast Business Hub
Our Cloud Backup Service is delivered through the
Avast Business Hub security platform. The Business
Hub helps IT professionals monitor threats and deliver
layered security services to multiple offices, networks,

and devices. Business Hub’s powerful combination of
endpoint and network security services provide an
unparalleled level of protection, in a central platform,
where you only pay for the security services you need.

About Avast Business
Avast delivers all-in-one cybersecurity solutions for today’s modern workplace, providing total peace of
mind. Avast provides integrated, 100% cloud-based endpoint and network security solutions for businesses
and IT service providers. Backed by the largest, most globally dispersed threat detection network, the Avast
Business security portfolio makes it easy and affordable to secure, manage, and monitor complex networks.
Our easy-to-deploy cloud security solutions are built to offer maximum protection businesses can count on.
For more information about our cloud-based cybersecurity solutions, visit www.avast.com/business.
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